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CYBERCRIME

Cyber-Enabled

Cyber-Dependent



CYBERCRIME IN THE EAST



PHISHING

“Phishing is a type of social engineering attack in which cyber 

criminals trick victims into handing over sensitive information or 

installing malware.”



SIGNS OF PHISHING



REPORT PHISHING

Emails →

report@phishing.gov.uk

Texts →

7726



RANSOMWARE

“Ransomware is a malicious software that prevents you from 

accessing your computer (or the data stored on your computer)”



SHOULD I PAY A RANSOM?



CYBER AWARE



EMAIL PASSWORDS



THREE RANDOM WORDS

https://www.security.org/how-secure-is-my-password/

https://www.security.org/how-secure-is-my-password/


SAVE PASSWORDS TO BROWSER



TWO-FACTOR AUTHENTICATION



UPDATE YOUR DEVICES



BACK-UP YOUR DATA



CYBER ACTION PLAN

https://www.ncsc.gov.uk/cyberaware/actionplan

https://www.ncsc.gov.uk/cyberaware/actionplan


TOP TIPS FOR STAFF



USEFUL RESOURCES



POLICE CYBERALARM

https://www.cyberalarm.police.uk/



QUESTIONS

Hayley Whitbread 

ERSOU Regional Cyber Protect Coordinator

cyberprotectersou@beds.police.uk

mailto:cyberprotectersou@beds.police.uk
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Preventing individuals from becoming involved in cyber dependent crime 

Helping them make the right #CyberChoices
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Explain the 
difference 
between 
legal and 

illegal cyber 
activity

Encourage 
individuals to 

make 
informed 

choices about 
their use of 
technology

Increase 
awareness of 
the Computer 

Misuse Act 
1990

Promote 
positive, 

legal cyber 
opportunities
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• Cyber Choices is a programme 
delivered by the Regional & Local 
Cyber Choices Network, co-ordinated 
by the National Crime Agency.

• We have 10 Regional Organised Crime 
Units and 43 Local Police Forces with 
dedicated Cyber Choices Officers. 

• All officers are capable of identifying 
vulnerable young people in their 
jurisdiction for Cyber Choices 
interventions.

• Take a look to see who covers your 
area.

1: North East (NERSOU)
2: Yorkshire & Humber (YHROCU) 
3: North West (NWROCU)
4: South Wales (TARIAN)
5: West Midlands (WMROCU)
6: East Midlands (EMSOU)
7: Eastern (ERSOU)
8: South West (SWROCU)
9: London (MPS)
10: South East (SEROCU)



OFFICIAL

OFFICIAL

5%
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25% or 1 in 4
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61%
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Attending events such as gaming and 
computer exhibitions 

Promoting interesting and legal ways to 
use and develop cyber skills including 

online competitions 

Working with those on the periphery of cyber 
crime/those who may have committed cyber 
crime; and diverting them to more positive 

pathways

Giving presentations, for example at 
school assemblies, youth clubs or 

conferences 
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Referral Examples:
• Teachers
• Social Services
• Parents
• Police Investigations
• Public events

Action:
• Ensure knowledge and 

understanding of CMA (1990)
• Ensure knowledge of 

consequences
• Positive interventions
• Signpost to resources
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• School / College
• Home

• Privilege escalation
• Non-technical password guessing or use
• Remote Access Tools / Trojans
ls

• Purchase of service
• Use of tools
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▪ Published in February 2016
▪ Information from 2015 workshop with 

penetration testers
▪ Compared profiles of cyber criminals and top 

level penetration testers to identify 
commonalities and differences which could 
identify causes of deviance. 

1) 
Documented gaming 
cyber crime pathway 

and possible 
intervention points.

2)
Re-enforced that financial gain is not the primary 

motivation for target audience. Challenge and peer 
recognition are more important.

…It is important to 
remember that not 

all gamers are cyber 
criminals and not all 
cyber criminals are 

gamers.

3) 
Introduction to positive interventions as a cyber 

prevention technique.

The earlier the intervention, the more likely a 
positive outcome.
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NCA/CREST Report, Page 3

Good 
understanding 

and support

Good 
understanding 

and support

Good 
understanding 

and support

Less 
understanding 

but still 
supportive

Less 
understanding, 

reserved 
support

Generally 
unaware, but 

have 
suspicions

Unaware Unaware

Real world 
contacts and 

friends

Moving 
towards online 
contacts and 

friends

Online 
friendships 

become more 
important

Perceived peer 
recognition

Wider online 
friendship

Minor cyber 
criminals

Minor cyber 
criminals and 

activists

Organised 
crime

Legal Legal Legal

Can breach 
copyright but 
vendors may 

encourage

Legal 
dependant

Illegal but self 
and group 
justified

Illegal Illegal

Pathway Legality Relationships
Parent and educational 

understanding

Computer 
gaming

Online gaming
Computer 

gaming cheats

Computer 
gaming 

modifications

Hacking forum 
participation

Minor cyber 
crime to beat 

the system

Minor cyber 
crime for 

financial gain

Serious cyber 
crime



OFFICIAL

OFFICIAL

Kudos

To be 
challenged

Peer 
recognition 
and social 

status

Financial 
gain

Lack of 
perception 

of riskAvailability 
of online 
tools & 

tutorials

School not 
challenging 

enough

Perceived 
Anonymity

Test out 
skills

Seen as a 
victimless 

crime
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Unauthorised access to computer material.Section1

Making supplying or obtaining articles for use 
in another Computer Misuse Act offence.

Section 3A:

Unauthorised access with intent to commit 
or facilitate commission of further offences. 

Section 2:

Unauthorised access with intent to impair, or 
with recklessness as to impairing, operation 
of a computer.

Section 3:

Unauthorised acts causing, or creating risk 
of serious damage.

Section 
3ZA:
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Not 
interested 
in school

Gamer

Gaming 
Forums

Cheating 
and

trolling

DDoS

Hacking 
Sites

Neuro-
diverse

Aged 15

•Programmed own DDoS software

Aged 16

•Commercialised software

•Software developed over 110,000 users

•Software generated 1.7 million attacks

Aged 16-
18

•Committed nearly 600 attacks against over 
180 IP addresses

Aged 18

•Arrested

•Found with over £350,000 and nearly 250 
Bitcoin

•Tried as Juvenile

•24 months imprisonment
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The Cyber Choices team can arrange or deliver informative presentations in schools, youth groups or other 
organisations to raise awareness of the Computer Misuse Act and point out positive ways young people can 

develop cyber skills. 

www.barefootcomputing.org/cyber
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PSHE LESSON PLANS
(Personal, Social & Economic 

Education)

Two free Key Stage 3 lesson plans 
on the causes and effects of cyber 

crime and how to avoid it.

12-14 year olds 

Launched September 2019

Access on the PSHE website
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